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Problem Statement (1 of 2)

• We had several high-level data classification requirements that required 
input from departments before implementing.  

• The FI$Cal Security/ISO Team worked with departments to collect 
information related to data classification.

• The details referenced in this presentation speak to data classification 
and specifically department-requested masking capabilities.

• For data components not flagged as requiring masking, but rather 
requiring other protection types (e.g., Business Unit Security, Role-
based Security, and/or Encryption), these will use delivered capabilities 
within Oracle and do not require further discussion today.

• As per FI$Cal policy, protected health information (PHI) data will not be 
stored in FI$Cal 

1. Problem Statement
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Problem Statement (2 of 2)

1. Problem Statement

Online Database Reports

Data Protection must occur…

Application Security
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Solution Overview (1 of 1)

2. Solution Overview

Restricted vs. Sensitive vs. Public

Type Restricted Sensitive Public

Definition Information maintained 
by state agencies that is 
exempt from disclosure.

Information maintained 
by state agencies that 
requires special 
precautions to protect 
from unauthorized use, 
access, disclosure, 
modification, loss, or 
deletion. 

Information maintained 
by state agencies that is 
not exempt from 
disclosure.

Examples • Vehicle ID Number 
(VIN)

• Social Security 
Number (SSN)

• Tax ID Number (TIN)

• Asset Serial ID
• Customer Name
• Shipping Location

• Transaction IDs (auto-
numbered)

• Amount values
(across modules) 
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Impacts to Online Transaction (1 of 12)

Options for Data Fields Requested to be Masked

Option* Description Details

Option #1 Mask at Field 
Level

Here, we will have to use PeopleCode to mask the field online and 
at the record level, which means we will have to mask reports, too.  
If a data element shows up on a lot of pages and/or reports, 
masking is not a good idea.

Option #2 Confidential 
Data tab

Here, we will create a custom tab on the related component (e.g., 
purchase order) for departments to enter confidential data using 
user defined fields.  This tab will be on a page that is role-based 
security protected, and reports or queries will be protected.

Option #3 Confidential 
Attachment 
tab

Here, we will ask departments to simply attach a document with any 
confidential data on it, so the confidential data will never be stored in 
any transactional records, will not be available for reports, etc.  They 
will use aliases in online transactions, where needed.   

Option #4 Role Based 
Security

If this request can be met using role-based security (by limiting 
access to users), then this option should be selected.

Option #5 Business 
Process

If selected, the team has determined a business process 
workaround to meet the request.  

3. Solution Details
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Impacts to Online Transaction (2 of 12)

Option #1 - Mask at Field Level 

To the confidential 
user, they will be able 
to select “Display 
Unmasked” and see 
the value unmasked.

3. Solution Details
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Impacts to Online Transaction (3 of 12)

Option #1 - Mask at Field Level 

To the standard user, 
they will only see the 
value masked.

3. Solution Details
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Impacts to Online Transaction (4 of 12)

Option #1 - Mask at Field Level 

Team Area Fields

AP Vouchers Legal Vendor Name / Payee Name, Reconcile Status / Date
AP Vendors DBA Vendor Name / Payee Vendor Name, Vendor Tax Id 

Number, Address, Payment ID 
AR Customers, Deposits Taxpayer Identification Number, Debit/Credit Card Number
BU Budgets Entity, Program, Fund, Year, Forecasted Fund Balances
PO, AM PO, Receipts, Assets Vehicle Identification Number, Asset Class, SPI Structure 

Number Custom Attribute, 
PO P-Cards Procurement Card Number
PO Certifications Social Security Number
Tech Global The System shall allow an authorized user to mask and 

unmask confidential data at any point in time.

3. Solution Details
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Option #2 - Confidential Data tab 

Impacts to Online Transaction (5 of 12)

Confidential

Confidential 1:

Confidential Information

Confidential 2:

Confidential Notes:
Page will be limited to 
the confidential users.

3. Solution Details
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Option #2 - Confidential Data tab 

Team Area Fields

PO Purchase Orders Line Description, Vendor ID, Vendor Name, Vendor Address, 
Vendor Contact, Vendor Contact Phone Number, Vendor 
Contact Fax Number, Vendor Contact Email Address, Vendor 
Certification Number

PO P-Cards Merchant ID 
PO Requisitions Requestor 
PO Solicitations Confidential data related to Solicitations (cannot be tracked on 

the main pages)
PO Contracts Confidential data related to Contracts (cannot be tracked on 

the main pages)
PO SB/DVBE Confidential data related to SB/DVBE (cannot be tracked on 

the main pages)

Impacts to Online Transaction (6 of 12)

3. Solution Details
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Option #3 - Confidential Attachment tab 

Impacts to Online Transaction (7 of 12)

Confidential

Confidential 1:

Confidential Information

Confidential 2:

Confidential Notes:

Confidential Attachments

Page will be limited to 
the confidential users.

3. Solution Details
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Option #3 - Confidential Attachment tab 

Team Area Fields

AP Vouchers Confidential 1, Confidential 2, Notes and Attachments
AP Vendors Confidential 1, Confidential 2, Notes and Attachments
PO Purchase Orders Confidential 1, Confidential 2, Notes and Attachments
PO P-Cards Confidential 1, Confidential 2, Notes and Attachments
PO Requisitions Confidential 1, Confidential 2, Notes and Attachments
PO Solicitations Confidential 1, Confidential 2, Notes and Attachments
PO Contracts Confidential 1, Confidential 2, Notes and Attachments
PO SB/DVBE Confidential 1, Confidential 2, Notes and Attachments

Impacts to Online Transaction (8 of 12)

3. Solution Details
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Option #4 - Role Based Security 

Impacts to Online Transaction (9 of 12)

3. Solution Details

• If you have a confidential role (assigned during role mapping) and 
access to that module, you will have access to restricted data

• Your department can limit access to any data in the system by limiting 
who is granted these security roles as part of role mapping

• For Example:

– Employee data, which includes SSNs, is only visible by select 
FI$Cal Administrators responsible for the LD processing.  This is 
managed through the role based security process.  No one from 
departments is granted access to this role. 
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Option #5 - Business Process

Impacts to Online Transaction (10 of 12)

3. Solution Details

• There may be some business process workarounds required as part of 
the FI$Cal solution.  

• For Example:

– When buying a sensitive item (e.g., a gun), you may want to include 
an alias in the item description field of the Requisition, and include 
the actual good description in the custom Confidential Data tab for 
Requisitions.

– When using P-Card, merchant information will remain visible as 
they are in the current process.  Aspects of the procurement that 
are confidential will be entered in the custom Confidential Data / 
Confidential Attachment tabs for P-Cards.  Per DGS, it is agreed 
per business process that the confidential purchase will be done as 
it is done today.   
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Impacts to Online Transaction (11 of 12)

Restricted Transactions – Summary (Wave 1) 
Team Transaction Option #1: 

Mask at Field 
Level

Option #2: 
Confidential 

Data tab

Option #3: 
Confidential 

Attachment tab

Option #5:
Business 
Process

AR Customer X

AP Vouchers X X X

VM Vendors X X X

PO Purchase Orders X X X

PO P-Cards X – Online* X X X

PO Requisitions X X X

PO Receipts X

BU Budgets X – Online**

AM Asset Interface X

AM Assets X

*P-Cards have delivered masking of P-Card Number – no modification is required
**Budgets fields are masked using online configuration / security setup – no modification is required

3. Solution Details
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Impacts to Online Transaction (12 of 12)

Restricted Transactions – Summary (Wave 2) 
Team Transaction Option #1: 

Mask at Field 
Level

Option #2: 
Confidential 

Data tab

Option #3: 
Confidential 

Attachment tab

Option #5:
Business 
Process

PO Certification X

PO Solicitations X X X

PO Contracts X X X

PO SB/DVBE X

*P-Cards have delivered masking of P-Card Number – no modification is required
**Budgets fields are masked using online configuration / security setup – no modification is required

3. Solution Details
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Impacts to Database (1 of 8)

Confidential Data at the Database Level

• “Masking” in this case will simply be restricting direct sql access to the 
tables in question based on DB role.

• If we need to provide read access to other columns in the database 
table a new custom view could be created to pull all of the non-
sensitive columns from the table while excluding the sensitive columns.

• Transparent Database Encryption prevents anyone who physically 
accesses the servers and hard disks that contain database data or 
database backups from gaining access to the data.

3. Solution Details
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Impacts to Database (2 of 8)

Audit Logging

• Audit logging for all sensitive, confidential, and statutorily restricted 
data elements.

• Retention limit for the logged events (1 month, 3 months, etc.)

• Exempt transactions directly and/or indirectly related to the audited 
tables from the monthly SLO calculation for online transactions, online 
reports and batch as there can be overhead associated with logging

3. Solution Details
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Impacts to Database (3 of 8)

Scenario: User with access to run the Query in Database on 
Confidential tables

When a user has the 
confidential role, they 
can see the table with 
the restricted data 
element.

3. Solution Details
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Impacts to Database (4 of 8)

Scenario: User without access to run the Query in Database on 
Confidential tables, but tries to run Query in Database on 
Confidential tables

When a user does not 
have the confidential 
role, they cannot see 
the table with the 
restricted data 
element.

3. Solution Details
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Impacts to Database (5 of 8)

Scenario: User with access to run the PS Query in FI$Cal on 
Confidential tables

When a user has the 
confidential role, they 
can see the table with 
the restricted data 
element.

3. Solution Details
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Impacts to Database (6 of 8)

Scenario: User without access to run the PS Query in FI$Cal on 
Confidential tables

When a user does not 
have the confidential 
role, they cannot see 
the table with the 
restricted data 
element.

3. Solution Details
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Impacts to Database (7 of 8)

Data Available in the Audit Log*

Includes transactions 
against restricted data 
in the system (Read, 
Add, Change, etc.).

3. Solution Details

*This information is pulled from the PSAUDIT record. We 
created a report (RPTPO121 Confidential Audit Log Report) to 
pull information from this record into a report for DOJ.
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Impacts to Database (8 of 8)

3. Solution Details

Confidential Audit Log Report (RPTPO121)
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Impacts to Reporting (1 of 5)

Confidential Data vs. Report Type 

Report
Type

Sensitive Data Elements Restricted Data Elements

Custom 
Report

Users can only access this data (1) if it is 
in their Business Unit and (2) if they have 
the proper Role-Based Security. 

Will add a header and footer on all non-
PS Query Reports that include sensitive 
data.  

Module Teams have reviewed all the report, and will 
do one of the following:
1. Mask data or remove from report, or
2. Clone the report, and restrict Statutorily Restricted 

Data Elements in the cloned report

Will add a header and footer on all non-PS Query 
Reports that include statutorily restricted data 
elements.

Delivered
Report

Users can only access this data (1) if it is 
in their Business Unit and (2) if they have 
the proper Role-Based Security. 

Will add a header and footer on all non-
PS Query Reports that include sensitive 
data.  

Team is evaluating each report, and will do one of the 
following:
1. Remove report, or
2. Mask data or remove from report, or
3. Clone the report, and restrict Statutorily Restricted 

Data Elements in the cloned report

Will add a header and footer on all non-PS Query 
Reports that include statutorily restricted data 
elements.

3. Solution Details
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Impacts to Reporting (2 of 5)

Confidential Data vs. Report Type – cont’d 

Report
Type

Sensitive Data Elements Restricted Data Elements

PS/Query No impacts Take the record out of the public query tree - only 
assign confidential query tree to specific users 
(department and central). You will need a separate 
role for each “piece” of information. 

3. Solution Details
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Impacts to Reporting (3 of 5)

723721

Scenario: Header/Footer on ALL Reports with Sensitive Data

3. Solution Details

Confidential Header

Confidential Footer

Language:
Access to this report is restricted 
pursuant to Government Code 
12572 et seq.
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Impacts to Reporting (4 of 5)

Scenario: With Access; Restricted Data Element Visible when 
Confidential Reporter Runs the Report

3. Solution Details

When a user has the 
confidential role, they 
can see the restricted 
data element.
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Impacts to Reporting (5 of 5)

723721

Scenario: Without Access; Restricted Data Element NOT Visible 
when Non-Confidential Reporter Runs the Report

3. Solution Details

When a user does not 
have the confidential 
role, they cannot see 
the restricted data 
element.
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Questions?

4. Questions
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Appendix

5. Appendix
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Appendix A: Confidential Scenarios 

The following scenarios are provided for your reference:

• Scenario 1: Create transactions using confidential vendor and item for 
the purchase of goods

• Scenario 2: Create transactions using confidential vendor and item for 
services

• Scenario 3: Create Confidential Vendor Single Pay Voucher

• Scenario 4: Create transactions using a Regular Vendor and 
Confidential  Item

5. Appendix
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Scenario #1 for Goods

Scenario 1: Create transactions using confidential vendor and item for the purchase of goods

Create Vendor • Create Vendor Alias 
Create Requisition • Generic Requester

• Generic line description
• Enter confidential info in confidential tabs

Approve Requisition • Requester to insert ad hoc confidential approvers
Create PO • Use alias Vendor, generic item description

• Attach info in confidential tab
Approve PO • Buyer to insert ad hoc confidential approvers
Dispatch PO • Buyer prints out confidential tab/attachment contents and attaches to PO 

with alias vendor and generic line description
Receive • May designate specific receivers of confidential items/services; Buyer can 

use Attention To field to specify who is receiving
Asset Processing • Create Asset. VIN, Serial ID, Custodian and Location fields are masked.
Create Voucher • Create voucher with alias vendor and generic line items
Voucher Processes • Voucher approval need confidential tab access for voucher and PO
Create Payment • Produced with actual name (alternate payment name)

5. Appendix
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Adding Confidential Vendor

Scenario #1 – Create Vendor

5. Appendix

Vendor is entered with 
generic name 
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Adding Confidential Vendor

Scenario #1 – Create Vendor

5. Appendix

Real vendor names for 
payment and withholding are 
stored in alternate name 
fields and are masked by 
confidential users
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Scenario #1 – Create Requisition

Requisition Information Page

Confidential

Fleet Vehicle

5. Appendix
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Requisition Confidential Page

Scenario #1 – Complete Requisition Confidential Page

Confidential 1:

Confidential Information

Confidential 2:

Confidential Notes:

Vendor: Ford Motor Company,  2432 Richards Blvd.  
Sacramento, CA 95815

Requester: Rene Davis, Admin Division

Line 1: Undercover Vehicle, Ford Taurus XLT, Interior 
Upgrade Package (Sedan 12P/Utility 65U), Full Wheel 
Covers (Sedan 64L/Utility 64B), Delete Police Interceptor 
Exterior Badging (Sedan 19F/Utility 16D)

Confidential Attachments

Ford Law Enforcement Models Options Ford X1003.pdf

Page will be limited to 
the confidential users.

5. Appendix
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Scenario #1 – Create a Purchase Order 

Purchase Order Information Page

Confidential

5. Appendix
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Purchase Order Confidential Page

Scenario #1 – Complete PO Confidential Page

Confidential 1:

Confidential Information

Confidential 2:

Confidential Notes:

Page will be limited to 
the confidential users.

Vendor: Ford Motor Company,  2432 Richards Blvd.  
Sacramento, CA 95815

Requester: Rene Davis, Admin Division

Line 1: Undercover Vehicle, Ford Taurus XLT, Interior 
Upgrade Package (Sedan 12P/Utility 65U), Full Wheel 
Covers (Sedan 64L/Utility 64B), Delete Police Interceptor 
Exterior Badging (Sedan 19F/Utility 16D)

Confidential Attachments

Ford Law Enforcement Models Options Ford X1003.pdf

5. Appendix
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Purchase Order Printout + Confidential Page Screenshot

Scenario #1 – PO Dispatch Package

5. Appendix
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Manage Receipt Page

Scenario #1 – Create a Receipt

5. Appendix
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Receipt, Asset Information (Masked VIN, Serial #)

Scenario #1 – Create an Asset Profile 

Information is masked.

5. Appendix
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Receipt, Asset Information (Masked VIN, Serial #) – cont’d

Scenario #1 – Create an Asset Profile 

Information is masked.

5. Appendix



45

3980

3980
0000000407

3980

0000000069
Y

Fleet Vehicle

Information is masked.

Scenario #1 – Interface Asset Receipt

Asset Management Staging Page

5. Appendix

*************

*************

3980

3980

*************
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Fleet Vehicle

Fleet Vehi

0000000407

0000000069

VEHICLE_OL

1.00

28,000.00

Asset Management Staging Pages – cont’d

Scenario #1 – Interface Asset Receipt

5. Appendix

Information is masked.

*************

*************
*************
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Page available to all 
users.

Scenario #1 – Add Asset Detail

Asset General Information Page

5. Appendix

*************

Information is masked.

Fleet Vehicle
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Page will be limited to 
the confidential users.  
No data is masked.

Scenario #1 – Add Asset Detail - Location 

Location/Comments/Attributes

5. Appendix
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Customize Image attachments to 
accept all document types.

Scenario #1 – Add Asset Detail - Comments

Location/Comments/Attributes

5. Appendix

Page will be limited to 
the confidential users.  
No data is masked.
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Page will be limited to 
the confidential users.

No need to mask field 
on secure page.

Scenario #1 – Add Asset Detail - Manufacture/License

Manufacturer/License/Custodian

5. Appendix
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Page will be limited to 
the confidential users.

Scenario #1 – Add Asset Detail - Custodian

Manufacturer/License/Custodian 

5. Appendix
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Scenario #1 – Create Voucher

Voucher Information Page

5. Appendix
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Voucher Attachment Confidential Page

Scenario #1 – Complete Voucher Confidential Page

Confidential 1:

Confidential Information

Confidential 2:

Confidential Notes:

Comments provided by the AP Processor if needed.

Confidential Attachments

Ford Law Enforcement Models Options FORDINVOICE.pdf

Page will be limited to 
the confidential users.

5. Appendix
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Scenario #1 – Payment Information

Payment Check Example 

5. Appendix
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Scenario #2 for Services
Scenario 2: Create transactions using confidential vendor and item for services

Create Vendor • Create Vendor Alias 
Create Requisition • Generic Requester

• Generic line description
• Enter confidential info in confidential tabs

Approve Requisition • Requester to insert ad hoc confidential approvers
Create PO • Use alias Vendor, generic item description

• Attach info in confidential tabs
Approve • Buyer to insert ad hoc confidential approvers
Dispatch • Buyer prints out confidential tab/attachment contents and attaches to PO 

with alias vendor and generic line description
Receive • May designate specific receivers of confidential items/services; Buyer can 

use Attention To field to specify who is receiving
Asset Processing • NA
Create Voucher • Create voucher with alias vendor and generic line items
Voucher Processes • Voucher approval need confidential tab access for voucher and PO
Create Payment • Produced with actual name (alternate payment name)

5. Appendix
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Scenario #2 – Create Requisition

Requisition Page

Confidential

5. Appendix
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Requisition Confidential Page

Scenario #2 – Complete Requisition Confidential Page

Confidential 1:

Confidential Information

Confidential 2:

Confidential Notes:

Page will be limited to 
the confidential users.

Vendor: Dr. John Bertha,  #4  J St. Sacramento, CA 95815

Requester: Rene Davis, Admin Division

Line 1: Expert Witness, MD. – Experienced in Infectious 
disease issues and epidemiology. Areas of expertise 
infections of all medical specialties, infection control, 
HIV/AIDS, Hepatitis, food poisoning, independent medical 
evaluations, and medical malpractice in infectious diseases.

Confidential Attachments

Case File File 1023.pdf

5. Appendix
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Scenario #2 – Create Purchase Order

Confidential

Purchase Order Information  Page

5. Appendix
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Purchase Order Confidential Page

Scenario #2 – Complete PO Confidential Page

Confidential 1:

Confidential Information

Confidential 2:

Confidential Notes:

Vendor: Dr. John Bertha,  #4  J St. Sacramento, CA 95815

Buyer : Roger Wall, Admin Division

Line 1: Expert Witness, MD. – Experienced in Infectious 
disease issues and epidemiology. Areas of expertise 
infections of all medical specialties, infection control, 
HIV/AIDS, Hepatitis, food poisoning, independent medical 
evaluations, and medical malpractice in infectious diseases.

Confidential Attachments

Case File File 1023.pdf

5. Appendix

Page will be limited to 
the confidential users.
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Purchase Order Printout + Confidential Page Screenshot

Scenario #2 – PO Dispatch Package

5. Appendix
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Manage Receipt

Scenario #2 – Create Receipt

5. Appendix



62

Scenario #2 – Create Voucher

Voucher Information Page

5. Appendix
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Voucher Attachment Confidential Page

Scenario #2 – Complete Voucher Confidential Page

Confidential 1:

Confidential Information

Confidential 2:

Confidential Notes:

Comments provided by the AP Processor if needed.

Confidential Attachments

Ford Law Enforcement Models Options FORDINVOICE.pdf

Page will be limited to 
the confidential users.

5. Appendix
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Scenario #2 – Create Payment

Payment Information Page and Check Example 

The payment will populate 
the Vendor Alternate name 
listed on the Vendor Record. 

5. Appendix
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Scenario #3 for Single Payment Processing

Scenario 3: Create Confidential Vendor Single Pay Voucher

Create Vendor • Create Single Pay Vendor 
Create Requisition • N/A
Approve Requisition • N/A
Create PO • N/A
Approve • N/A
Dispatch • N/A
Receive • N/A
Asset Processing • N/A 
Create Voucher • Create single pay voucher and add payee information 
Voucher Processes • Voucher approver will need confidential tab access for voucher approval 
Create Payment • Produced with actual name (alternate payment name)

5. Appendix
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Scenario #3 – Create Single Pay Voucher

Voucher Information Page

Single Payment Voucher - Used for entering a voucher for a vendor without 
having to record the vendor information in the Vendor table.

5. Appendix
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Voucher Attachment Confidential Page

Scenario #3 – Complete Voucher Confidential Page

Confidential 1:

Confidential Information

Confidential 2:

Confidential Notes:

Comments provided by the AP Processor if needed.

Confidential Attachments

Ford Law Enforcement Models Options FORDINVOICE.pdf

Page will be limited to 
the confidential users.

5. Appendix



68

Scenario #3 – Create Payment

• ‘Single Payment Vendor’ is used to 
record the actual Vendor details.

• You can record the Vendor Contact 
Details including Name and Vendor 
Address.

• In future waves the ‘Vendor Bank’ 
hyperlink will display the Vendor Bank 
details page where you can provide 
Vendor Bank information. Use the 
‘Vendor Bank Address’ page to specify 
Vendor Bank Address information.

Single Payment Vendor Information Page

5. Appendix
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Scenario #4 for Vendor w/ Confidential Item 

Scenario 4: Create transactions using a Regular Vendor and Confidential  Item 

Create Vendor • Create using a regular vendor 
Create Requisition • Generic line description

• Enter confidential info in confidential tabs
Approve Requisition • Requester to insert ad hoc confidential approvers
Create PO • Use Vendor, generic item description

• Attach info in confidential tabs
Approve • Buyer to insert ad hoc confidential approvers
Dispatch • Buyer prints out confidential tab/attachment contents and attaches to PO 

with alias vendor and generic line description
Receive • May designate specific receivers of confidential items/services; Buyer can 

use Attention To field to specify who is receiving
Create Voucher • Create voucher with regular vendor and generic line items
Voucher Processes • Voucher approval need confidential tab access for voucher and PO
Create Payment • Produced Payment with regular vendor name

5. Appendix
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Scenario #4 – Create Purchase Order

Purchase Order Information  Page

Confidential

5. Appendix
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Purchase Order Confidential Page

Scenario #4 – Complete PO Confidential Page

Confidential 1:

Confidential Information

Confidential 2:

Confidential Notes:

Buyer: Rene Davis, Admin Division

Line 1: Undercover Vehicle, Ford Taurus XLT, Interior 
Upgrade Package (Sedan 12P/Utility 65U), Full Wheel 
Covers (Sedan 64L/Utility 64B), Delete Police Interceptor 
Exterior Badging (Sedan 19F/Utility 16D)

Confidential Attachments

Ford Law Enforcement Models Options Ford X1003.pdf

5. Appendix

Page will be limited to 
the confidential users.
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Purchase Order Printout + Confidential Page Screenshot

Scenario #4 – PO Dispatch Package

5. Appendix
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Scenario #4 – Create Receipt 

Manage Receipt Page 

5. Appendix
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Scenario #4 – Create Voucher

Voucher Information Page

5. Appendix
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Voucher Attachment Confidential Page

Scenario #4 – Complete Voucher Confidential Page

Confidential 1:

Confidential Information

Confidential 2:

Confidential Notes:

Comments provided by the AP Processor if needed.

Confidential Attachments

Ford Law Enforcement Models Options FORDINVOICE.pdf

Page will be limited to 
the confidential users.

5. Appendix


